
STUDENT ACTIVATION

Copyright ©️ 2021 Mastercard International Incorporated. All rights reserved.

Data breach! Data theft! HACK! Companies and businesses 
are threatened by these kinds of cybercrimes every day. These 
businesses include the social media sites, video games, streaming 
services and online retailers we use every day. Have you heard the 
expression “prevention is the best medicine”? The cybersecurity 
professionals who keep the online business world “safe” are called 
Vulnerability Analysts.

VULNERABILITY ANALYST
Vulnerability Analysts try to make sure that online business is 
secure. They research and analyze possible cyberthreats. They 
anticipate what malicious hackers might do before they can do 
it. Many types of businesses use Vulnerability Analysts to protect 
themselves and their customers from cybercrime.

IS THIS A GOOD CAREER FOR ME?

Me Vulnerability Analyst
I have a curious mind. I like to 
predict and solve big problems.

Vulnerability Analysts are 
curious problem solvers.

I am creative. I get excited 
when I find a new way to solve 
a problem.

Vulnerability Analysts are 
innovative. They think outside 
the box.

I am organized. I like keeping 
track of details.

Vulnerability Analysts are very 
organized.

I am interested in school 
subjects like technology, math 
and science.

Vulnerability Analysts study 
computer science, cyber law, 
calculus and statistics.

I enjoy explaining things. I like 
working with others.

Vulnerability Analysts are 
strong communicators. They 
enjoy working in teams.

Cybercrime:  
A crime that involves a 
computer, a network or 
the internet.

Cyberthreat:  
An attempt to damage a 
computer, a network or 
the internet.

Malicious Hacker: 
Someone who tries to 
get into your computer or 
device without permission.

Vulnerability Analyst
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How does this career 
help me?

How does this career 
help the world?

Every time your family buys 
something online, uses a phone 
to bank, or uses a credit card 
at a store, they benefit from 
the work of a Vulnerability 
Analyst. Vulnerability 
Analysts identify risks before 
malicious hackers and other 
cybercriminals can take 
advantage of them. This keeps 
your personal information and 
data safe.

You might have seen reports 
of data breaches and 
cyberattacks at familiar 
businesses. Any company that 
does business online is at risk 
for cybercrime. They all need to 
employ Vulnerability Analysts.

What are some similar careers?
Information Security Analysts are similar to Vulnerability 
Analysts. Sometimes these titles mean the same thing. After 
a cybercrime, Information Security Analysts figure out how 
much damage has been done. They make suggestions to fix the 
damage and keep it from happening again.

Cryptologists encode data so that others can’t read it. This 
helps keep a company’s information safe from outsiders.

Here are ways to practice the skills to be a successful  
Vulnerability Analyst:

• Form two teams. Team 1 writes a secret on a piece of 
paper. Then they list the steps they will take to keep that 
secret safe. Team 2 designs a plan for stealing the secret. 
Each team reports their plan to the whole group. They then 
debate whether Team 1’s plan would protect against Team 
2’s attack.

• Draw a floorplan of your home or a room in your home. Take 
detailed notes about the ways a friend could get in without 
your permission. What are the vulnerabilities? Doors? 
Windows? Write a list of recommendations for making 
your room more secure.

Encode: 
To change information into 
a code to keep it secret 
from others.

Vulnerability:  
A weakness in your 
network that someone  
can use against you. 


